Chemical industrial areas may constitute potential targets for deliberate actions by terrorists. Terrorists having sufficient knowledge of chemical process operations or plant layout may take advantage of improvised explosive devices (IEDs) to cause major events such as fire, explosion and toxic gas dispersion with cross-border consequences in chemical clusters. Thus, an efficient cluster-wise emergency plan to enhance the promptness and efficacy of responding to such attacks is crucial. In this study, the effects of blast wave caused by IEDs are assessed and its potentiality in triggering domino scenarios are analysed. A decision tree is developed to determine the emergency level of each company within the cluster based on the attack outcomes. Furthermore, an alert notification system is set based on a decision matrix. Finally, the identified emergency levels and the alert levels are presented in form of a multi-plant decision matrix. The application of the developed methodology is demonstrated in a case study.
INTRODUCTION
Prior to 9/11 attacks, terrorist threats had been recognized for a long time, but a successful terrorist attack on chemical plants was assumed to be quite unlikely [1] . However, the security risks has become an important concern for the chemical industry ever since [2, 3] .
Chemical industrial areas due to handling large quantities of hazardous chemicals are potential targets for deliberate actions by terrorists. Compared to safety accidents in the chemical industry, security events could be much worse in terms of the extent and severity and may affect many people in nearby communities. Despite recent concerns about weapons of mass destruction (WMD), explosions are by far the most common cause of mass-casualty incidents associated with terrorism [4] . A successful attack aimed at direct or indirect damage of target equipment by bombs or fire arms can trigger domino scenarios [5] and cause damages to multiple process units or eventually several neighbouring industrial site [6, 7] . The terrorist attacks to Iraq's oil terminal in 2004 and largest refinery in 2015 are examples of terrorist attacks by improvised explosive devices (IEDs) to chemical plants [8, 9] . IEDs are unconventional kinds of bombs usually carried or delivered in a vehicle, package, by a person, or concealed on the roadside [10] .
A number guideline and approaches have been proposed regarding the emergency response and preparedness for security threats in chemical industry such as [11] , but there is no specific procedure available for managing terrorist attacks in multi-plant chemical industrial areas. Thus, an efficient cluster-wise emergency response seems crucial for enhancing the promptness of reacting to the attack. In this regard, the present study is aimed at introducing an innovative multi-plant response decision matrix that creates an overview of emergency levels and alert levels for individual plants within a cluster in order to help them respond in a pre-agreed procedure to terrorist attacks with IEDs. Each emergency level indicates the potential actions that an individual could adopt to prepare for and respond to catastrophic terrorist attacks. The alert levels can help the security decision makers plan for increasing the security of other critical assets in the chemical cluster in the prospect of imminent threats or attacks in the future.
The developed methodology is presented in the next section. The application of the methodology is illustrated in Section 3, while Section 4 concludes the paper.
METHODOLOGY

Overview of the methodology
The approach is based on five main components which are (i) identifying the target assets, (ii) developing and analysing the most likely attack scenarios, (iii) determining the emergency levels, (iv) developing alert notification system and (v) establishing cluster decision matrix.
Identifying the target assets
In security terms, assets for a chemical facility are defined as people (both on-site and offsite), information (trade secrets, confidential business information and etc.) and property (buildings, process equipment, control systems and etc.) [12] . Not all assets have equal value to adversaries [13] . In the first step, the assets of each company are identified, and then, they are prioritized based on their attractiveness as a target for bombing attack scenarios. Some of the relevant attractiveness factors adopted from Ref [13] [14] [15] in the present study are as follow:
• The potential to cause maximum damage (causalities, economic loss) including process equipment with significant quantities of flammable or toxic chemicals, the central control room, and utility units.
• Ease of access for adversary, for example: proximity of the assets to the facility boundary, public road, parking lot or dock area
• Recognisability of the target, etc.
Developing and analysing the most likely attack scenarios
IEDs can come in many forms, ranging from a small pipe bomb to a sophisticated device capable of causing massive damages [10] ; the extent of damage caused by an IED depends on its size, construction and placement. After possible target assets are identified, a number of attack positions can be selected based on the chemical plant layout and the location of the target assets. For example, a parking lot within a short distance from storage tanks area, or a road between two chemical plants a road near control room or dock areas can be considered as potential attack areas. Table 1 shows a selection of the possible IEDs and their explosive capacity (TNT equivalent mass) based on the maximum amount of material that could reasonably fit into a container or vehicle [10] .
Consequence analysis and domino effect considerations
In order to evaluate the effects of IEDs on structure and equipment, two parameters are considered: the weapon size, measured in equivalent kilograms of trinitrotoluene (TNT) as shown in Table 1 , and whether the generated peak overpressure exceeds the threshold values needed for causing structural damage [16, 17] . Several previous publications [18] [19] [20] have provided correlations relationships for the shock wave produced by IEDs. In this study, the relationship developed by Bounds [19] is used to evaluate the stand-off distances (i.e. the distance measured from the center of gravity of the explosion to the area that the IED can cause damages). In eqn (1), P is the peak overpressure threshold (bar), r is the stand-off distance (m) and m TNT,eq is the equivalent TNT mass (kg) for a specific improvised device from Table 1 . The calculated stand-off distances, based on the blast overpressure damage thresholds presented in Table 2 , can be used to determine the process equipment being impacted by the IEDs blast waves. The potential damages at process units could result in fire, explosion, and fragment projection that may lead to further damages inside or outside the company premises by triggering domino effects. In this study, to determine which units are possibly impacted by such events, the received fire heat radiation or explosion overpressure by a nearby unit is compared with respective threshold values listed in Table 2 . Furthermore, to estimate the probability of domino effects, the damage probabilities of target units can be calculated by using Probit functions [22] . Having the Probit values, Y calculated from Table 3 , the damage probability, D, can be calculated by eqn (2) , where φ is the cumulative density function of a standard normal distribution [23] .
Furthermore, based on the calculated D, five cut-off levels for domino effects' probability are defined and categorized in five ranking levels. Table 2 : Damage thresholds due to overpressure and heat radiation for different equipment categories [21] . The same overpressure thresholds are used to determine the possibility of damage due to IED or domino effects. 
Equipment category
Determining emergency levels
A ranking criterion is provided to classify the different attack scenarios based on the attack severity and its potential impact on the company, the cluster, and the public. In the criteria table, the attack's consequence is ranked in five levels of severity, similar to the scale used in API 780 [13] from very low to very high. Table 4 provides the details for consequence ranking. Table 3 : Models for domino probability used in this study [22] . *ttf: time to failure(s), I: radiation intensity on target equipment (kW/m 2 ), V: equipment volume (m 3 ), P s = peak overpressure on target equipment (Pa). After the attack consequences are analyzed and ranked, a decision tree is used to determine the emergency levels at the companies within the chemical cluster in case of a terrorist attack. Figure 1 shows a part of the developed decision tree if the bombing attack causes fire and explosion. Five emergency levels are defined from level 0 (Informative Alarm) to Level 4 (high-high alarm) based on the severity of the attack. Therefore, the attack's consequence is the key element in evaluating the emergency levels.
It is important not to confuse a 'security response' intended to engage and hopefully neutralize the adversaries with the broader "emergency response" that follows an attack and attempts to reduce the severity of the event and lessen the consequences in terms of loss of life and destruction of property or production capability. In this study, each emergency level indicates responsible people, response strategies and resources.
For example, if a terrorist attack impacts a number of companies within the cluster, the emergency level at each company can be levels 0 or 1 (for a company that is not/little affected and its impact is within the company's boundary), level 2 (for a companies that is moderately affected and it may impact outside the company's premises), level 3 (for a company that is highly affected and its impact reaches other companies or outside the cluster and level 4 (for a company that is severely affected and its impact causes further damage inside/outside the cluster).
Alert Level notification system for security response
When either there is the possibility of an imminent threat or an attack has happened against a particular asset, it should rapidly be communicated across the industrial area to determine appropriate security responses and to increase the protection of target assets and make it difficult for an adversary to harm or damage those assets [24] . A cluster alert notification system [14] each alert level indicates what security measures need to be implemented at the facility based on the level of the threat. In this study for determining the alert levels, two parameters are considered: the emergency level of the actual attack (evaluated from the previous section) and the likelihood of terrorist attack (L) against other critical asset within the cluster.
L can be defined as the multiplication of Threat (T) and asset' Attractiveness (A) [13] . For the purpose of this study, the likelihood of IED attacks are assumed to be very highly denoted with probability of 0.8, indicating that there is a credible threat against similar assets.
Furthermore, for evaluating A, the most critical asset -from the threat' perspective -at individual companies are identified and the respective ranking level is determined from Table 5 . The multiplication of the evaluated ranking probability of A to 0.8, yields to L and its respective ranking level is shown in Table 6 .
A 5 × 5 matrix is developed in order to determine the alert level within the companies of the cluster. The emergency level of an attack is placed on the vertical axis while the likelihood of the attack on the horizontal axis. The matrix is presented in Fig. 2 , while Table 7 provides specific definition of each alert level. Table 5 : Target asset attractiveness ranking [13] .
Ranking Descriptor
Conditional Probability of the act Threat interest ranking In order to demonstrate the developed methodology, a chemical industrial area including three companies is taken into account (Fig. 4) . It is considered that terrorists had managed to access Company 3. They used a truck as a Vehicle Borne Improvised Explosive Device (VBIED) containing 13608 kg (TNT equivalent) explosive mass (Table 1) ; they have the truck parked at attack position 1 (AP1 in Fig. 1 ), near storage tank area 1 and dock 1. The impact of the explosion is large enough (eqn 1) to cause damage to nearby process equipment leading to a major fire. For consequence assessment, wind direction of southwest (SW), wind speed of 7 m/s, stability class D, and ambient temperature of 20°C were assumed.
Results and discussions
The potential impact radius of the explosion against the atmospheric storage tanks in area 1 (at Company 3) is calculated as 192 meter, based on the overpressure escalation thresholds of 0.22 bar. The explosion stand-off distance contour is shown in Fig. 5 , while Table 8 Figure 3: Multi-Plant decision matrix example. summarizes the associated equipment items, which receive explosion overpressure higher than or equal to the correspondent threshold value. As indicated in Fig. 6 , the attack not only has severe impact inside Company 3, it also affects the Northern part of Company 2. It is assumed that the damaged units by blast overpressure in Company 3 will initiate pool fires that are able to impact other companies within the cluster. The consequence of the pool fire scenarios are calculated (using ALOHA software) on the nearby units exposed to high heat radiation levels (greater than or equal to the threshold values in Table 2 ). The primary pool fire scenarios has the potential to cause further damage and trigger secondary scenarios (such as pool fire, tank fire, explosions, etc.) on target equipment. For example, the pool fire at tank T2 will affect several equipment (T16-T22) in Company 1. The results of the primary pool fire scenarios and the domino probabilities of affected units are reported in Table 9 . Besides the damage to the properties and equipment, there would be causalities not only at Company 3 but also the other companies within the cluster. The off-site (outside cluster) causalities may happen due to indirect effects of the attack. For example the blast overpressure and projections may cause a major leakage at Ammonia storage tank (T14). The personnel of passing ships or boats in the nearby waterway may be exposed to high amounts of the toxic gas (within the AEGL-2) and would experience serious or irreversible adverse health effects. Also the gas cloud (AEGL-1) is likely to reach the residential area outside the cluster (10 km), causing notable discomfort, irritation and reversible effects to the public.
Using Table 2 and the decision tree in Fig. 1 , the emergency levels are determined as follow:
Company 1 is not directly impacted by the attack, however the results from Table 9 indicates that several units in this plant are exposed to high levels of heat radiation and the domino effect is likely. The consequence ranking is medium, and it will not cause further adverse impacts outside the company premises. Therefore, the emergency level can be identified as 2.
Company 2 is directly influenced by the blast overpressure, and T14 (Ammonia storage tank) is damaged and may cause huge impact both inside and outside the cluster. Therefore, the emergency level is 3.
A large part of Company 3 is damaged by the attack, there is a severe environmental and property damage, and domino effect is almost certain within the company. The consequence is very high, and Dock 1 area and the nearby waterway are impacted accordingly. Therefore, the emergency level is 4.
Since the threat (T) for this security event is considered very high for each chemical plant with the probability 0.8, and the most attractive target assets at the three companies are identified, the likelihood of attack can be calculated as in Table 10 .
After the emergency levels and the likelihood of attack for each company is evaluated, the alert levels can be predicted using the decision matrix in Fig. 3 . The final result is presented in the multi-plant decision matrix in Fig. 6 . 4 CONCLUSIONS Chemical industrial areas can be critical targets to terrorist attacks with improvised explosive devices. Such attacks may affect several neighbouring facilities, the whole cluster and even the nearby communities. In the present study, in order to help emergency responders and security decision makers within the chemical cluster an efficient cluster-wise decision tool, comprising a decision tree and decision matrices, was developed that determines the emergency and alert levels at each company. Each identified emergency level identifies the potential actions that an individual could adopt to prepare for and respond to a terrorist attack scenario. Likewise, each alert level indicates to what extent to increase the security of other critical assets due to either the possibility of an imminent threat or the occurrence of an actual attack against a particular asset. 
